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Introduction

Under the  Data Protection Act 2018, ( implemented by the General Data Protection Regulations  2018) individuals have the right to access and receive a copy of their personal data, and other supplementary information. This right is commonly referred to as a Subject Access Request (SAR). Key points about SARs are: 

· Individuals can make SARs verbally or in writing.
· A third party (such as a relative, friend or solicitor) can also make a SAR on behalf of another person. You may therefore ask someone else to make the request on your behalf. 
· In most circumstances, we cannot charge a fee to deal with a request.
· We should respond within one month of receipt of the request.
· We may extend the time limit by a further two months if the request is complex or if we receive a number of requests from the individual.
· We should perform a reasonable search for the requested information.
· We should provide the information in an accessible, concise and intelligible format.
· We should disclose the information securely. 
· We can only refuse to provide the information to you if an exemption or restriction applies, or if the request is manifestly unfounded or excessive.
· A copy of the Information (subject to any exemptions)

· The reasons why their data is being processed

· The description of the personal data concerning them

· Anyone who has received or will receive their personal data

· Details of the origin of their data if it was not collected from them

· An explanation as to how (if any) automated decisions taken about them have been made

The University must respond to all SAR's as soon as practicable, and no later than a month from receipt.


Submitting a Subject Access Request

You don’t have to mention the GDPR or use the words ‘subject access request’ for a request it to be a valid - but it does help us, and you, if you do.

A SAR can be made in a number of different ways, including via telephone or in person, but for it to be considered a valid request, it must be clear what you want to receive, so you are encouraged to submit a request in writing; this  gives us a clear instruction as to what information you want.

Written requests may be received via post, email or through the submission of Subject Access Request Form included below in Appendix A.

If a request isn’t written down, there could be some confusion over what you want, but don’t worry if you can’t put it in writing, we will write to you to confirm what we understand your request to be and you will have a chance to confirm or correct us.

Where a request is considered too vague to be processed, we will ask you to provide clarification.

We need to be satisfied that you know the identity of the requester (or the person the request is made on behalf of).  If you are unsure, you can ask for information to verify an individual’s identity. The timescale for responding to a SAR does not begin until we have received from you the requested information.  If we request ID documents, the type of proof we may accept are:

· A copy of Photographic ID such as passport, driving licence or Student ID (originals are not required, but can be copied if presented in person); or

· A copy of your Birth Certificate; or

· Two utility bills or bank statements (with redacted transactions) containing a full address of less than 3 months old.

To submit a SAR direct to the University Data Protection officer, or for further advice and guidance on data protection, please contact: Email: dpaofficer@mdx.ac.uk.


Is there a fee to submit a Subject Access Request?

Under the GDPR, a request for personal information is free.

If, however the request is deemed to be ‘manifestly unfounded or excessive' or for multiple requests, we can charge a reasonable administrative fee to cover the processing costs. Should this be necessary, we will notify the requester within a month of receipt of the request, explaining why the fee is necessary.


Can someone else make a Subject Access Request on my behalf?

Yes they can – but only with evidence of your permission to do so.
If a parent, family member or anyone else claiming to be connected to you asks us for copies of your personal information, we will always say no, unless they can prove that they are acting on your behalf:

· Their requests must be accompanied by a copy of written authority from you or with legal written authority such as Power of Attorney (if applicable)

· The requester may still be asked to provide proof of your identity.


How long does the University have to respond?

· Under the GDPR, we must respond to SARs within one calendar month of receipt. This deadline can be extended by a further two months where there are a number of requests or the request is complex, but we must notify the requester within a month of receipt of the request, explaining why the extension is necessary

· You will always receive an acknowledgement from us, so if you haven’t received one within 5 days of sending your request, check you junk mail or post and if there’s nothing there, give us a call or mail us again. It may be that we haven’t received it or it’s been accidentally filed as “spam”

· If you’ve emailed someone and received an out of office response asking you to direct it to another address, it’s your responsibility to ensure that you forward it, otherwise we won’t consider the request “received” until that original email has been received.


What Information is covered by Subject Access Requests?

· The legal definition of Personal data is “any information relating to an identified or identifiable natural person; an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person”

· Basically it’s any information we hold about you that can be used to identify you.  It can take a number of forms such as a paper document, an electronic file, email or entry on a database and things like CCTV footage, a picture or even an audio recording.  It could also be something like an opinion of others about you (if it’s recorded somewhere) such as a reference

· A name in isolation does not necessarily make something personal though. Jon Doe could be anyone of that name, so just because a name appears in an email, it’s not always “about you”.


Will I get everything I’ve asked for?

· We will endeavour to provide you with everything you have requested, but on occasion there may be a legal reason why we can’t

· It may be that the information you have requested included references to other people that you are not entitled to see, in that situation, we would redact (black out) certain parts of the information.  In extreme circumstances where redacting cannot satisfy the rights of others to not have their data disclosed, we may need to withhold completely

· If it’s reasonable for us to do so, we might speak to the other party and ask their permission to disclose – if they say yes, we will

· We may refuse to provide the information if an exemption or restriction applies under UK law, or if the request is manifestly unfounded or excessive.  If an exemption applies we will explain what the exemption is and explain to you why it applies.  Annex A below lists the exemptions that may be applied

· If we refuse to comply with a request, we must inform you of:

· The reasons why;

· Your right to make a complaint to the ICO;

· Your ability to seek to enforce this right through the courts.


How do we find and retrieve the relevant information?

We will make reasonable efforts to find and retrieve the requested information. However, we are not required to conduct searches that would be unreasonable or disproportionate to the importance of providing access to the information.


How will you send me my information?

We will try to send you the information in the manner you have requested us to.  If you want it sent by email we will send it to you that way, but we will always ensure that appropriate security precautions are taken. We may if practicable offer you the opportunity to access your personal data remotely so you can download a copy in an appropriate format.  If we are sending information by email, or giving you access remotely we must take appropriate security precautions.

If you want it sent by post, we will send by recorded or special delivery.

You can even arrange to come and pick it up of you prefer and if you choose to do so we have the right to ask you, when you collect the information, for proof of your identity, before we give you the information.

What if I don’t hear from you within a month?

If you received an acknowledgement, but we don’t follow it up with a response within a month, then please contact us.  It’s unlikely to happen, but it’s always possible that your email account has rejected our reply due to its size and we're not aware of it, or something’s happened to delay the delivery.

If we’re responding by post, please allow a day or two for the letter or parcel to arrive.



Annexe A

Exemptions that may be applied to refuse disclosing information you, if applicable:

The exemptions are set out in Schedules 2 and 3 of the DPA 2018 and they are as follows:

· Crime and taxation: general

· Crime and taxation: risk assessment

· Legal professional privilege

· Functions designed to protect the public

· Regulatory functions relating to legal services, the health service and children’s services

· Other regulatory functions

· Judicial appointments, independence and proceedings

· Journalism, academia, art and literature

· Research and statistics

· Archiving in the public interest

· Health, education and social work data

· Child abuse data

· Management information

· Negotiations with the requester

· Confidential references

· Exam scripts and exam marks

· Other exemptions

While the exemptions listed above are those most likely to apply in practice, the DPA 2018 contains additional exemptions that may be relevant when dealing with a SAR. 


ICO guidance on the exemptions listed above can be found on the ICO website: https://ico.org.uk/



APPENDIX A


Subject Access Request Form 

Subject to certain exemptions, the Data Protection Act 2018 provides you with the right to request a copy of any personal data we hold about you, along with information about why data is processed. 

If you wish to exercise this right, you can complete this form when submitting a Subject Access Request, although you are not obliged to do so in order to make a request, but by using the form it will make it easier for us to process your request more efficiently.

We may need to contact you again to verify your identity or request further information needed to help us in our search.   

1. Personal Details of the Data Subject 

	Title

	
	Forenames(s)
	
	Surname
	

	Previous Names (If Applicable)


	

	Date of Birth

	[bookmark: Text5]
	Student Number/Staff Payroll (If Known)
	

	Relationship with University
	Current Student      ☐
Former Student      ☐
	Current Staff           ☐
Former Staff            ☐

	
	
	

	
	Other ☐  (Please Specify)

	Dates of Study or Employment

	Start
	
	End
	

	Email 

	
	Telephone
	

	Postal Address


	




2. Are you the Data Subject?

☐ Yes: I am the Data Subject – Please proceed to Section 4.
☐ No: I am acting on behalf of the Data Subject – Please proceed to Section 3

Proof of Identity

To ensure that nobody can access personal illegally, we may require proof of identity. 

· If you are requesting a copy of your own personal data, we ask for the following proof of your identity (a copy of a passport, driving licence or I.D. card).

· If you are third party requesting personal data on behalf of someone else, you should describe your relationship with them and must provide written signed authority of the individual and proof of their identity.

If we are not satisfied you are who you claim to be, or with your entitlement to access data, we reserve the right to refuse to grant your request.


3. Contact Details of the Requestor (If different from above)

	Title

	
	Forenames(s)
	
	Surname
	

	Relationship with Data Subject

	

	Email

	
	Telephone
	

	Address


	




4. Requested Information 

Core University Records

In order to assist us with your request, please specify the information you require by ticking the relevant box(es). 

	Staff or Student Record   ☐
Occupational Health        ☐
Student Counselling        ☐
Disciplinary Records        ☐
Accommodation Records ☐
Placement Records          ☐
	Student Appeals and Complaints Record ☐
Payroll Records    ☐
Library Records    ☐
Financial Records ☐
Sports Records     ☐



Emails 

Please specify the date range you would like to receive emails from and to along with the names of email account holder(s) (if known) that you believe hold emails “about you”.

	Date Range
	From
		
	To
	





Named Email Accounts

Please note that simply asking for “all emails held about me” will require a search of all email servers and accounts. This will take longer to process than if you are able to provide named accounts and may impact on how soon you receive your response and in some cases it may require and extension to the time it takes to reply to your request.

	Email Accounts (Names or emails addresses)

	1
	
	21
	

	2
	
	22
	

	3
	
	23
	

	4
	
	24
	

	5
	
	25
	

	6
	
	26
	

	7
	
	27
	

	8
	
	28
	

	9
	
	29
	

	10
	
	30
	

	11
	
	31
	

	12
	
	32
	

	13
	
	33
	

	14
	
	34
	

	15
	
	35
	

	16
	
	36
	

	17
	
	37
	

	18
	
	38
	

	19
	
	39
	

	20
	
	40
	


(If you wish to submit more names, please continue on a separate sheet)


Other Information Not Listed (Please specify below)
	




5. Response Format

Please specify how you would like to receive your information (select 1 option only)
	In paper format to postal address given in part 1   ☐ 
In paper format to postal address given in part 3   ☐
Electronically to address given in part 1   ☐     
   
Via Email – password protected ☐
*This option will be used if you submit a request via email or without a postal address and fail to specify a preferred response format.




6. Declaration


I certify that the information given on this form is true.  I understand that it is necessary for the University to confirm my identity and it may be necessary to obtain more detailed information in order to locate the correct information.
Signed ………………………………………  Date: ………………………………………




7. Submitting your application form: 

When submitting your request, please ensure that you have: - 
 
· Completed all relevant sections to the best of your ability 
· Signed the declaration  
· Enclosed relevant forms of identification 
· Enclosed a copy of written authority from the Data Subject or written authority such as Power of Attorney (if applicable) 
 
Please return the completed form and supporting documents to:
 
Data Protection Officer 
Student and Legal Affairs Team
Middlesex University 
The Burroughs
Hendon 
NW4 4BT

Or you may wish to email it to: dpa@mdx.ac.uk
 
You will receive a response within a month of our receipt of the completed documentation. In some cases, where a request is particularly complex, we may request a fee to cover costs we may incur in completing the request and/or we may require that the time to respond to the request is extended.
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